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Information Security Management
System Apex Policy

WWC Global is committed to achieve information assurance by protecting and safeguarding the
confidentiality, integrity, and availability of information assets of its customers, employees,
suppliers, and other stakeholders while carrying out the WWC Global lines of businesses in the
field of cybersecurity and staff augmentation services.

The achievement of information assurance will be accomplished by effective implementation of
requirements and security controls as defined in ISO 27001:2013 Standard, WWC Global
Information Security Policies, Applicable Legal and Regulatory compliance (e.g. CMMC) and also
by ensuring fulfilment of customer-related information security requirements.

WWC Global will continually improve upon its information security management system
performance and will review its information security objectives on a periodic basis. WWC Global
will manage information assurance by ensuring:

e Assets will be classified as to the level of protection required.
¢ Information will be protected against unauthorized access.

¢ Confidentiality of information will be assured.

¢ Availability of information will be assured.

¢ Integrity of information will be maintained.

e Personnel security requirements will be met.

e Physical, logical, and environmental security (including communications security) will be
maintained.

e Legal, regulatory, and contractual requirements will be met.

e Systems development and maintenance will be performed using a life cycle methodology.

e Business continuity plans will be produced, maintained, and tested.

e Information security awareness training will be provided to all staff.

o All breaches of information systems security, actual or suspected, will be reported to, and
Promptly investigated by Information Systems Security.

¢ Violations of Information Security Policy will result in penalties or sanctions.

¢ Information security objectives are reviewed on an ongoing basis.

e All applicable requirements to safety will be met.

e Information security management system performance will continually be improved.
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